Inject School. Kypc «CouunanbHasa NHxeHepua»
YpoK 4.
OeHb 4.
Tema: Tunbl aTak cCOLUANbHOI UHXKeHepUKU. 3aLMTa OT COLMAIbHON UHMKEHEPUN.

KaK Mbl ye He pa3 oTMevanu, Yenosek ABASETCA CaMbiM cnabbiMm 3BeHOM Nto6oi cucTembl. Ha gaHHOM
atane nocne cbopa nHbopmaumnm ob obbekTe Bam cinegyeT nogobpatb Hambosiee ycrnelwHbli BapuaHT
ON1A aTakun Ha CBOIO KepTBy.

CYLLI,ECTByeT HECKOJIbKO BUA0B aTakK COLI,M8!'IbHOﬁ NHXEHEepPUun:

MpeTeKCTUHr. 3TO BMA aTaKM HA KepTBy rAe XaKep BblgaeT cebs 3a ApPYroro 4YesnoBeKa C LENbH
nosy4yeHna Heobxoaumon MHbopmaumn. Hanpumep, Hanaa B MycOpHOM Hake KBMUTaHUMIO U3 HaHKa,
XaKep MO3BOHWA XepTBe, NPeACTaBUBLLUMCL COTPYAHMKOM KPeaAUTHOro oThena, M CKasaj, 4YTo CpOoK
OENCTBUA KapTbl KepTBbl UCTEKAET M MOMKHO 3aKas3aTb HOBYHD. B oTBeT »KepTBa cooblimaa, 4To 3TO He
TaK, M YTOUYHUNA CPOK AEUCTBUA CBOEWN KapTbl. 310YMbILIEHHUK, COCNABLUMCL Ha OWWNOKY B CUCTEME,
NMonNpPoOCKUA YTOYHUTb ELLE U HOMEP KapTbl, MOCNE Yero KepTBa coobwmna n ero. XsgHerun onpegenset
NPEeTEKCTUHT KaK «Bblgada cebsa 3a KOro-to Apyroro C Lefbio NOAYYEHUs NNYHOU MHPOPMALUU». ITO
6onblle, YeM NPOCTO HArpoOMOXKAEHUE /KM, B HEKOTOPbIX CAy4yasX 3TO MOMKET ObiTb co3gaHue
COBepLIEHHO HOBOWM NMYHOCTM». B cepuane «Muctep PoboT», Hanpumep, NPMMEPOM NPETEKCTUHTa
ABNAETCA TO, YTO IAAMOT NO3BOHWMA MalKkay M CKasan, 4To OH M3 6aHKa. [nAa conpoTMBAEHUSA
NPETEeKCTUHIY BaXeH 340POBbli YPOBEHb CKENTULU3IMA. He coobuwaite KoHPUAeHUMANbHYIO
nHpopmauuio no tenedoHy. Kputmyeckn oTHocuTeCb C MHPOPMALMU, KOTOPOM C BaMM Ae/UTbCA 3TOT1
CAyYalHbIM yenoBeK. [lpeTeKCTUHT 3¢deKTUBEH TOMbKO TOorgda, Korda CouMmanbHbid  UHXKeHep
3aBOEBbIBAET Balle A0BEpPUeE C MOMOLLbIO NPaBAonNoA0bHoN MHGOPMaLMKM M aBTopUTETA.

Nopapaenka npuHagnexHoctn. OyeHb Xopouwo pa6OTHET B KPYMHbIX opraHusauunax. B Hawe Bpemsa

HECNOXKHO AoCcTaTb YHUGOPMY COTPYAHWKA KOMMaHWWM, Hanpumep, ¢Gopmy COTPYAHWUKA CAyKObl
[OCTaBKM, TPY34YMKa MW NPOCTOro PALOBOro paboyero. HM y Koro He BbI3OBET NOAO3PEHUIA COTPYAHMK
CNYXK6bl AOCTaBKM KOTOPbIM XOAMT NO KabMHETAM M MLLET HY}KHOTO YesioBeKa. XOTA r1aBHOM 3aaavei
Ans Hero byget HaliT He3abIOKMPOBaHHYO Pabouyyto CTaHLUMIO, OCTaBAEHHbIM 6e3 NnpMcMoTpa HOYTOYK
AU JOKYMEHTbl. Takmm o6pa3om, TaKMKe 3a4acTylo MPOMUCXOAAT YCTAHOBKWU PAs/IMYHbIX LIMNMOHCKUX
ragKeToB K ceTn opraHmsaumu. Cloga e OTHOCATCA UCTOPUM M3 NPOLWbIX YPOKoB o rpynne «COBP» u
6e3spaboTHoMm Bunbrenbm dolirte.

®duwmnHr. NaBHas Maes AAaHHOrO MeToda COCTOMT B CO34aHMM NoAAesbHbIX CaWToB M MuUcem OT
OpraHuMsauMii ona NosyyeHWa AOCTyna K npuBaTHOM MHPopmauuun. MpuBedy HarnagHbii npumep
dUWKMHra. Bam nNpMxoamMT NMMCbMO O TOM, YTO Bbl CAENANN YTO-TO HEMPABWUILHO U Ball ALWMK HAXO4MUTCA
nog, yrpo3oi 6/10KMPOBKU, NN Ke NPUXOLUT K NpUMeEPY NUCbMO OT AKOObI Kakon-1mbo oduumnanbHoM
OpraHM3auMM O Kakom- MB0 M3BELEHMM, TaKKe ANA COTPYAHWKOB OpraHM3auum  MOTYyT NPUXOAUTb
NUCbMa C BJIOXEHUAMM C MOANUCHIO ANA O3HAKOMAEHMA C rpadMKOM OTMYCKOB M TaK ganee. Kak
NpPaBuao, B TaKMX MMCbMax BCErAa rOBOPUTCA O TOM YTO MOJIb30BATENI0 CTOUT NEPENTN NO CCbIIKE UK
OTKPbITb KaKOe-IMH0 BNOXKEHWE.
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** 370 NUCLMO CreHepUpPOBaHO ABTOMATHUECKH, OTBEYATL Ha Hero He HyxHo **

YsaxaeMmbiit nons3ogarens!

Baw npoduns Gyaer sabnoxuposak, 8 ceaan ¢ xanoboi, nocTynuswedt k agmumucTpayun 16.11.2015
Cornacko nyuxTy 13.3 nons3osatensckoro cornaweua, Google inc . ocTaenaer za coGoit npaeo

BpPeMEeHHO NPHOCTaHoBUTe NuBO NpexpaTUTL NpegocTasneHue yenyr gmail | CBoeBpemerHo yseaoMue
06 atom noneloeatens

370 aBToMaTHUECKOE NOATBEepXAeHe Bawero nouTosoro Awuka. Takoe MOrNo NPOM3ONTH, CNK KTO-
70 & OTBET Ha Balue NUCEMO Haxan onuMio «Cnamy - cucTema npusana Bac 3a pobora 1 nonpocuna
noaTeepauTs Baw akxaywT. Takke cucTema moxer nonpocute Bac seectu kanuy (kabop cumeonos
uuchp v Byxe), B CBA3M C 3aWMUTON OT ABTOMATHYECKON pacCLINKK cnama

No recent chats OnpoeepriyTe 3aaBnekue Bei MOXETE NPOIAA NO CCLINKE U ABTOPHIOBABLIMCL Ha Cepaepe:
Start a new one
Onposepruyre xanoby-

Ecnu 2aneka we Byaer oTkNOHEHa B TeUeHE7-gHel, Bawa yueTHas sanuce Byaer 2abnokuposana. Eit
npuceoeH Homep 5-400000000118
ppeal if you did not 2

ToBOI cucTemsl Google
the

ne provided this as

Ha kapmuHKe sblwe npumMep ulliuH208020 calima , 0rnosewaruje2o noasL30e8amess 0 Mom, Ymo
AKO6bI Npoghuns bydem 3a6710KUPOBAH 8 CB8A3U C 3 an06oli nocmynusweli admuHUCmpayuu pecypca.

ECTb TEXHMKM, KOTOpble MO3BOAAIOT CKPbITb OT MOAb30BaTeNA PeanbHOro noaydyatens  nUMcbma,
Hanpumep, yKasaB B nose “Replay-To” accounts@google.com, B To Bpemsa Kak B none “Sender” 6yaet
yKasaH oTnpasuTesb someuser@google.com . OAHaKO NOJIb30BATE/IM HE CKIOHHbI aHa/M3MpPOBaTb

Takne nNnMcbMa U yBnAAT TOJIbKO TO, YTO XOYET COCTaBUTE/Ib MUCbMa.

EwLe o4MH Knaccuyeckumii npumep, - “Nucbma Cyactba “ . B 3TomM cnydae Nosib3oBaTenb NoaydaeT
NUCbMO, B KOTOPOM FOBOPUTCA, YTO OTMNPABUTENb CTal HAaCNEAHUKOM OrPOMHOTO COCTOSAHUA U ANA ero
nosyYyeHnUa Heobxoanm NopyUmnTe /b, KOTOPOMY NPUUMTAETCA B KaYecTBe Bo3HarpaxaeHusa 40% ot
CYMMbI HacneAcTBa, UYTO COCTaBMT OKOJI0 5 MUANNOHOB A0N1apoB. [114 TOro 4Tobbl CTaTb NOPYYUTENEM,
HeobXoAMMO BbICNaThb ONpeaesieHHble gaHHble. 3a4acTyto TakMe NMCbMa He HaleneHbl Ha Kakoro-To
KOHKPEeTHOTo yesioBeka. OTKAMK HA HUX cocTasnseT okoso 0.01% oaHaKo 1 aToro 6yaeT AocTaToyHo. U
KOHEYHO e, - NnoaaenbHble caiTbl. [axe ecav Nob3oBaTe/lb OYEHb OMNbITEH, €r0 BCE PaBHO MOXKHO
06MaHyTb. B Halle Bpema MOXKHO 3aperMcTpupoBaTh 4OMEH Ha NOACTaBHOrO Yea0BeKa M Noay4nTb SSL-
cepTMdUKaT Ha 60 AHel, NPaKTUYECKM He MPOX0AA BaAUAaLUMIO.

Ona npumepa Bo3bmem 6aHK c 6osiee-meHee MPMBbLIYHLIM Ha3BaHWeM, Hanpumep, Raiffeisen . Mo
npaBuaam BCEMUPHOIM NayTUHbI, 3aperncTpupoBaTb AomeH Raiffeisen.com Ham HWMKTO He 3anpeTuT. A
60/1bWIMHCTBO KOHEYHbIX N0Nb30BaTeNel He 3aMeTAT noameHbl. [anblie — Aeno TeXHUKU. Kak BapuaHT



Inject School. Kypc «CouunanbHasa NHxeHepua»

MOXHO pa3ocnatb Nonb3oBaTeNAM NMUCbMO C FlpOCb6OI‘;1 O3HAaKOMUTCA C HOBbIMU TMpaBuI1amu 6aHI-(a,
KOTOpbleé HaxoaATCcA no yKa3aHHOVI CCbl/ZIKE NN BNOXKEHUMN.

MNaytmHa. £ BbIAENWMA €ro KaK OTAE/bHbIA CaMOCTOATE/bHbIN METOA, XOTA OH fABASETCA 4YacTbio
duwmnHra. MeTtog Ha3BaH MHOM «layTMHa», Tak Kak NPUHUMN AENCTBMA AAHHOTO MeToZa MOXOX Ha
OENCTBUS MayKa, KOTOPbIN NAETET CBOK MayTUHY M PaclUMPAEeT «CBOe BAMAHME». B nayTMHy uaum cetb
nonagaetca Bce 60/blie U 6OJbLIE }KePTB U MayK UMEET KOHTPO/Ib HE TO/IbKO Haj, CBOMM 06beKTOM, HO
M Hag KOHTaKTamu 06beKTa, Ha APYy3bAMM APY3eN KepTBbl, U Aanee no uenodyke. Kak Ha npakTuke
BbIFIAANT NOAO0OHbIN meToa?

BONIbLIMHCTBO PYKOBOAMUTE/IEM KPYMHOTO 3BEHA Yalle BCEro B JIMYHbIX LefAX HUKOT4A He MCNoJb3yloT
KOPMoOpaTMBHYIO MOYTY. BONbLWIMHCTBO MO CTapUHKE MO/b3YTCA 0ObIYHBIMW MOYTOBLIMUK CEPBEPAMM.
JInyHaa nouTa - 310 6oraThin Knagesb MHGOPMALUM O Ye/NIOBEKE, - HA MOYTe XPAHATCA BCE /IOTUHbI U
Napo/n K pasinyHbiM MHOOPMALMOHHBIM pecypcam, caiTam, r4e 3aperncTpuMpoBaH Mo/Ab3oBaTesb,
Ha4YMHAA OT calTa 3HAKOMCTB M 3aKaH4YMBaA PasAUYHbIMK BMpP}KamK, TOProsbiMM naowagKkamu. Kak
MPaBW/IO, HA JIMYHbIX MOYTOBbIX ALLMKAX, YENOBEK BEAET HE TOJIbKO JIMYHYIO MEPENMUCKY, HO U BbiCblIaeT
napTHEpPaMm pas/iMyHble NPOEeKTbl, pabounre maTepuanbl, AeN0Bble NpeanoxKeHusa. loagenaTs BXog, B
KOPMOPATMBHYKO MOYTy AOCTAaTOMHO MpobAemaTUyHo, a BOT co34aTb ek  M3BECTHOro MO4YTOBOro
CepBuMca AOCTAaTOYHO MPOCTO. XOTA Takue Peirku JOoAro He KUBYT, U 06bl4HO baHATcA. [naBHasA 3agava
COLUMANbHOIO WMH)KEHepa MeToA4OoM OMLIMHIA - 3TO NMPOHMKHOBEHME B MOYTY KEepTBbl, M PacCblIKa
nogobHbix ¢enkoB BCeM €ero 3HaYMMbIM KOHTAKTaM. A pganee Mo UEnoyKke,- B Bally MayTUHY
BOBJ/IEKAIOTCA KOHTAKTbl KOHTAaKTOB OOBEKTA, M YCTAaHAB/IMBAETCA TOTAJ/IbHAasA C/AEMKA Haj, BCeW 3TOMl
LLenoYKon ntoaen.

KaK yrKe nucan Bbllle, YTO MayTUHa - 3TO NoAsuA QULLMHTA, KOTOPbIM A BbIAENWUA B OTAEAbHbIA METOL,
aTaku. Kak camblil AeACTBEHHDbI BAPMAHT MOXKHO MCMO/1b30BaTb CeAyHOLLY0 cxeMy paboTbl No meToay
nayTuHa. B cBA3M € Tem, YTO B OT/IMYME OT COLMAJIbHbIX CETEeN Ha MOYTOBbIX CEpBEPAX HE OTMeYaeTcs
Korga 4esioBeK B NOCNeAHWIA pa3 3axo4M/l Ha CBOK CTpaHMLy, TO OMpeaennTb YTO KPOME Camoro
X03AIMHA Ha MOYTy elle KTO-TO 3aXOAWUT AOCTAaTOYHO CAOXKHO. lMpOBEpWUTb KTO elle CUAWUT Ha nouTe
MOXHO TO/MIbKO €CAM 3alTM B pasgenbl 6e30MNacHOCTM M MOCMOTPETb C KaKMX aunu agpecos 6bian
npouseeaeHbl BXxoAbl. Ho 06bIYHO NtOAN PEAKO MHTepecyloTcA MpoBepKamu cBoelt besonacHocTU U
yBEPEHbI B C/IOXKHOCTM CBOEro MapossA.  3ajava Xakepa MoayyaTb MOCTOAHHYK MHpopmauuio ob
06beKTEe U ero AeNCTBMAX, a TakKe MHOOPMALMIO O AEWCTBUAX BCEX €ro KOHTAKTOB. Jaa TOro ytobbl
NONYYUTb NIOTMH W NApOJib EPTBE Ha ero MNoYTOBbIM CEPBEP BbICLIIAETCA KAKOE-TO BaKHOE MUCbMO C
NOAMEHHbIM a[pECOM, HANPMUMEP OT U3BECTHOTO AE/10BOr0 NMapTHEPa, UK ¢ agpeca ero b6aHKa. O6bekKT
MOET NO CCbINKE B NMUCbME WU OTKPbIBAET BAOMKEHHDbIA Galin 1 eMy KaXKeTcs, YTO NpPOoM30LIEN KaKol To
IIIOK U YTO €ro BblKMHY/IO M3 NoyTbl. OH NONaZaeT Ha CTPaHMLY ONATb »Ke ero cepeepa NoyToBoro, rae
OH PA3/IOHTMHEH, M eMy NO HOBOM HaA0 BBECTU JIOTUH M MApO0b K CBOEN Noyte. A Ha camom gene w ae
daKTo OH nonagaeT Ha ¢eiK NoYTOBOro cepaepa.

KaK runotetTmyecknini npumep, A NPOAEMOHCTPUPYIO HUMKE, YTO BUAUT OBBEKT, NPU OTKPLITUM CCbIIKU B
nucbme. TpeAnonoKMM, YTO Yy Ballei »KepTBbl eCTb NoyTa Ha mail.ru, 1 COOTBETCTBEHHO, HAM HYXHO
co3zaTb GPEeNKOBYIO CTPAHULY, TOYHO TaKYIO }Ke, HO C MOXOXUM apecom. B afpecHyto CTPOKY peaKo KTo
BrAagpiBaeTca. TakuMe AOMeHbl Kak «nail.ru» Kak B Halem rMnoTeTMYECKOM MpUMepe AABHO 3aHATHI
pasHbIMM XaKepamu U NPUMep cKopee y4ebHblin, yem pabounii. [JoMeHHbI agpec No GakTy MOXKeT
6bITb HE HACTO/IbKO MOXOMXK.
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JlorvH 1 naponb K noyte OoTNPaBAAtOTCA Xakepy. OH MonyyaeT AOCTYN K AWMKY O0ObEKTA M HauyMHaeT
naectu naytuHy. MoaobHble GeiKkM paccobiNaoTcA BCEM €ro KOHTaKTaM M KOHTaKTaM KOHTAKTOB, Korja
OHM MonagyT Ha yAo4uky. BepoaTHOCTb nonagaHua Ha yaodky rae 1o 10-20 npoueHTOB Ha MpakTUKe.
Ecnn ¢ nepsoro pasa He NONYYUNOCb, TO BEPOATHEE BCErO KepTBa NPOCTO He OTKpblia NUCbMO. Takue
aTaKkn MOXKHO NoBTOpPUTL. [lanee, Koraa co3gaHa Lenas naytTuHa o6beKToB, YCTaHAB/IMBAETCA KOHTPOb
Haz, BCEW LLenoYKolM Ntoaem, YTO OHU NULLYT, YTO AENAt0T, YTO PACCbINAIOT, TAe PErnCTPUPYIOTCS.

CoumanbHbIA XaKep AO/KEH OrpoMHOe 3HayeHue npuaaBaTb KOHTaKTamu 06beKTa, TaK Kak nopoi
MMEHHO KOHTaKTbl 06beKTa, a He cam 0ObeKT sABAAtoTCA 6ecueHHbIM UCTOYHUMKOM MHbOopmauun ob
WMHTepecytowelh Bac nmyHoctM. Korga maet cbop MHPopmaumm o6 obbekTe B coLManbHbIX CETSX,
HeobxoaMMO NPOLIepPCTUTb BECb CMUCOK Apy3en obbekTa n apyseint apyseit obbekta M No NpuHUMNY
«lLlectn pykonoxatuit» (4to Ntoboi YenoBeK Ha MaHeTe 3HAKOM C APYrMM YEI0OBEKOM KaK MaKCUMyM
yepes 6 YeNoBeK), — HAUAETCA AaXKe Kyya BallMX 06LMX 3HAKOMbIX, MHOFA4a CaMblX HEOXUAAHHbIX.

bbiBalOT o4yeHb  6auTeNbHble 0OBLEKTbl, O KOTOPbIX MPAKTUYECKU HEBO3MOXKHO CO6paTb HWMKAKOWM
nHoopmaummn. TlpuBesy B NpMMep HaWyMEBLUYIO UCTOPUIO HedaBHIO O [lepunacke M AeByllKe C
MOHMMEHHOM CcouManbHOW OTBETCTBEHHOCTbIO HeKol AHacTacuu Pbl6KUM. MMEHHO OHa BbinoOXUNa B
couManbHbIX ceTAX KomnpomeTtupyowme ¢oTto [epunackn. Xota cam onurapx Ben ceba [oCTaToOyHO
OCTOPOKHO B COLMAJIBbHBIX CETAX, YEM M BOCNONb30BancA HasanbHbl. puBeay ewe ogMH U3BECTHbIM
npumep. OAMH M3 U3BECTHbIX WU CaMbIX Pa3blCKMBAEMbIX HAapPKOTOProBLEB Monasnca nNoTomy, 4YTo ero
AeBYLIKa B COLIMANbHOWN CeTM NocTaBuNa cTaTyc « KpyTo, Koraa y 1ebs napeHb Hapkoaunep». Yaenante
BHMMaAHME KOHTAaKTam OObeKTa, W 30/I0TOM K/A4YMK Ball. Kako Obl OH He Obln 3aKpbITbi UK
OCTOPOMHbIM, OMNATb *Ke [NMaBHbI PUCK N YE/IOBEKA TOXKE 4YesIOBEK, a TOUHEee IynocTb ero Opr)KeHMFI.S
Xouy npuBecTu euwe oauH npumep atakum «layTuHa» B mecceHaxepe Tenerpamm. Kak M3BecTHoO, B
mecceHaxepe Tesnerpamm, akkayHTbl obuTatenelt MMeloT TaK HasblBaemble JIMHKKU, WAM CCbIIKM Ha
CTPaHMLUbl NONb30BaTENEN, YNCTO TUMOTETUYECKMU CaMU JIMHKU U ID- HOMep ABAAKOTCA 3KBUBANIEHTOM
[OCTOBEPHOCTM M ayTEHTMYHOCTM aKKayHTa, M Kak CneacTBMe camoro 4yenoBeKka. [oggenatb NMHK
MOKHO ABYMA cnocobamu.

1. K npumepy, NMHK BaLwel xepTebl @leonardo, No pycckn rosops, NIMHK YMTaeTca Kak JleoHapgo,
Nno 3afymKe KepTBbl. YTo npoucxoguT fanee. Bmecto 6yksbl J1 ucnonbsyetcs byksa | (i)
KoTopas No3numMoHnpyeTca Kak byksa | (L), BU3yanbHO MX NPAKTUYECKM HEBO3MOMKHO OTNUUTD,
HO A/1A 0C060 BHMMATE/NbHbIX U OHU, eCTeCTBEHHO, OTAnYMmble. Takxe O (Hosb) n o (bykea)
TOXe MOTYT ObITb CXOXM, HO, KOHEYHO ¥Ke, He TaK BblpaxKeHO Kak L-ya3BMMOCTb.

2. Bbl noabupaeTe NOXOXWUiA NHK, 3aMeHNB K NpuMepy ofHy OykBy uau uudpy, Yyem ganHHee

JIMHK Balel »epTBbl U MHOrO06paseH, Tem ny4le Ansa Bac. Npumep: Balla *KepTsa UCNONb3yeT
NMHK  @NikolLayGazprom821. TMNoapenaTb  AMHK  Balled  KepPTBbl  MOXKHO  Tak:
@NikolauGazprom821 unun Hanpumep, @NukolayGazprom821, Bce 3aBUCUT NWLWb OT Ballew
nsobpeTaTenibHOCTH.
MNopgaenatb ID HoMep, HACKOSIBKO MHE U3BECTHO, HEBO3MOXKHO, Bbl MOYKETE JINLLb UCMOJIb30BaTb
OAMH W3 MY/IbTUAKKAYHTOB C NOXOXMM ID HOMepoMm, UM e OCTaBWUTb BCE KAk ecTb. B
OCHOBHOM XepTBa He obpaliaeT BHMMaHMe Ha 3Ty MHPOPMaLMIO, @ HEKOTOPble K/UEHT-
NPUIOXKEHNA Tenerpamm BoBce He nMuwyT ID HOMepa 4esioBeKa, YKasbiBas TO/IbKO €ro JINHK.
ECTecTBEHHO, YTO NOAAENATL OCTa/IbHYO MHPOPMALMIO HE COCTaBANET TPYAaA.

DopokHoe 26a0K0. [pu nomoluM 3Toro npuvema bbina OcTaHoB/AeHa paboTa Lenoro npeanpuatus,

BHYTPEHHAA CETb KOTOPOrO HE MMeNa CBA3WN C BHELWHUM MUPOM. 3/10YMbILLAEHHUK OCTaBUA KPacuByto,
KPYMHYIO U NpUBAEKaowyo ¢iell KapTy Ha NapKoBKe ANA COTPYAHWKOB , OANH M3 KOTOPbIX 3aMeTUA U
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nogobpan ee. EcrecTBeHHO, 3TO OblLI1O yTpOM nepen Havanom pabodyero AHa. J106OMNbITCTBO B3A10
BBEPX, U COTPYAHUK PELUM/ MPOBEPUTb €€ COAEPHKMMOE NPSIMO Ha paboyem mecTe. KaKk Bbl MOHMMAETE,
Ha Hen Bbla BMPYC, KOTOPbIN ObLICTPO PACNPOCTPaAHM/ICA MO BHYTPEHHEN ceTu. K AopoxKHOMYy s6/10Ky
MOXHO OTHECTM TaK}Ke TaKMe MeToAbl Kak NogKknabiBaHne GpeLKkn K KBapTupe *KepTebl, Ha IECTHUYHYIO
naowaaKky, Ana Toro 4ytobbl Co34an0Chb BreyvaT/ieHne, YTO KaKoW TO cocepl cayvyaiiHo OBpPOHMA CBOO
Bewb. YesosBeyeckasa rynoctb U N06ONLITCTBO HE MMeEOT npeaena. B »KenaHMM noayunTb Kakyto-
HUBYAb «KNYOHMUKY» Ha cocena, a BAPYr TamM Ha ¢dnelKe y coceaa AOMAaLIHEE MOPHO, Ye/IoBEK cam
CBOMMM PYKaMu B a*KMOTarke BCTaBAAeT GellKy B CBOM KOMMblOTEP. XaKepy TO/IbKO OCTAeTCA CUAETb
AO0Ma U }KOaTb 3BOHOYKA YBEAOM/IEHUA B NMPOrpamme.

MneueBoii cepduHr (aHrn. shoulder surfing). [aHHblA MmeTof, BKAOYaeT B cebs HabnoaeHne NNYHOM
MHPOpPMaLMM KepTBbl Yepe3 eé nievyo. ITOT TUMN aTaKM PACNPOCTPAHEH B OOLLECTBEHHbIX MECTaX, TaKuX
Kak Kade, TOprosble LEHTPbI, a3POMNOPTbI, BOK3a/Ibl, @ TaKKe B 06LL,eCTBEHHOM TpaHcnopTe.

Onpoc UT-cneunannctoB B 0 6€30NacHOCTM NOKa3a/l, YTo:

e 85 % ONpoLLeHHbIX MPU3HAAUCh, YTO BUAEAN KOHOUAEHUMANbHYIO MHGOPMALMIO, KOTOPYHO UM He
No0XKeHOo 6bIa10 3HATb;

e 82 % npu3HanuCb, YTo MHPOPMaALMIO, OTODParkaemyto Ha UX IKpaHe, MOTau Bbl BUAETb
NOCTOPOHHME NNL3;

e 82 % cnabo yBepeHbl B TOM, YTO B MX OPraHU3aLLMN KTO-IM60 ByaeT 3aLlmLLaTh CBOM 3KPaH OT
MOCTOPOHHUX NnL,.

Keug npo Keo(ycayra 3a ycayry). [aHHaa TexHWKa npeanonaraet obpalleHne 310yMblIeHHWKa K6
NoNb30BaTeN0 MO 3/1IEKTPOHHOM MNoYTe WAWM KopnopaTMBHOMY TenedoHy. 3/0YyMbIWIEHHUK MOXKET
NpeacTaBuUTbCA, HaNpUMeEpP, COTPYAHWKOM  TEXHWYECKOW MNOAAEPHKKM U MHOOPMMPOBaATb O
BO3HWKHOBEHWUN TeXHUYECKNX npobiem Ha pabouem mecrte. [anee oH coobuiaet o He06X0AMMOCTM KX
ycTpaHeHun. B npouecce «pelleHMa» Takol Npobaembl, 3/10YMbIWAEHHUK MOATA/IKMBAET KEepTBY Ha
coBeplUeHMe AeNCTBUI, MO3BONAIOWMX aTaKylOLWEMY BbINONHUTL OMNpeaesieHHble KOMaHAbl Wau
YCTaHOBWUTbL HeobxoaMMOoe NporpammHoe obecrneyeHre Ha KOMMbIOTEPE KePTBbI.

O6paTtHasa coumanbHaa UHKeHepusa. [laHHbIM BUA aTaKM HanpaB/ieH Ha CO34aHNe TaKoW CUTyauuu, npm

KOTOPOW KepTBa BbIHY»KAeHa byaeT cama 06paTMTCA K 3/10yMbILNEHHMKY 332 «MOMOLLbIO». Hanpumep,
3/10YMbILUIEHHUK MOXKET BbICN1aTb MMCbMO C TenehOHaMM U KOHTAKTaMM «Cy:Kbbl NOAAEPKKM» U Yepes
HeKoTopoe Bpemsa co3faTb 06paTMmbie HEMoMaAKM B KOMMbIOTEPE KepTebl. Mosb3oBaTeNb B TaKOM
C/lyyae MO3BOHWUT MM CBAXKETCA MO 3/IEKTPOHHOM MoYTe C 3/10YMbILUJIEHHUMKOM Cam, M B mpouecce
«UCnpaBaeHUA» NMPOBIEMbI 3/I0YMbILLJIEHHUK CMOXKET MOYYMTb HEOBXOANMbIE eMY AaHHbIE.

TenedoHHbli dpukuHr (aHrn. phreaking) . 3To TepMuH, ONMUCLIBAIOLWMIA IKCMEPUMEHTbI M B3/10M

TenedOoHHbIX CUCTEM C MOMOLLbIO 3BYKOBbIX MaHWUMYALMI C TOHOBbIM HAabopom. ITa TEXHUKA NOABUIACL
B KoHuUe 50-x B AmepuKe. TenedoHHan Kopnopauua Bell, KoTopaa Toraa nokpbiBana NpakTUYECKM BCHO
Tepputoputo CLUA, ncnosb3oBana TOHOBbIM HAabop A/1A nepenayr pasMYHbIX CAYKeBHbIX CUTHaIoB.
JHTy3MacTbl, MOMbITaBLWIMECA MOBTOPUTb HEKOTOPble W3 3TUX CUTHANOB, MOJyYasIM BO3MOMKHOCTb
6ecnaaTtHO 3BOHWTb, OPraHM30BbIBaTb TeNlepOHHbIE KOHbEPEHUMU U agMUHUCTPUPOBATb TenedOoHHYo
ceTb.

¢a|gmm-|r. B Knaccuyeckom d)VILIJI/IHI'e 3/I0YMbIWWNEHHUK PAaCnpoOCTPaHAET NMCbMa 3HEKTpOHHOl7I no4yThbl
cpeon nonb3oBaTenemn COLUMaANIbHbIX ceTeﬁ, OHﬂaVIH-6aHKMHFa, NnoYTOBbIX Be6-cepBI/ICOB, 3aMaHMBAA Ha
noaaenbHble calTbl NO/sb30BaTeNEN, CTABLUMX )KepTBOﬁ o6maHa, C Uenbo noayyvyeHnAa unx NOrMHOB U
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naponeii. MHoOrve nONb30BaTENN, AKTUBHO WCMOMb3YyOWME COBPEMEHHble Beb-cepBUCbl, He pa3
CTA/IKUBANIUCb C NOAOGHbLIMM CAyYasmMU GULLMHTA U MPOABAAKT OCTOPONKHOCTb K MOAO3PUTE/IbHbIM
coobueHnam. B cxeme Kiaccumyeckoro ¢ulMHra OCHOBHbIM "cnabbim" 3BeHOM, onpeaenatowmm
3¢ dEeKTUBHOCTb BCEM CXEMbI, ABNSETCA 3aBUCMMOCTb OT NO/1b30BaTENA — NOBEPUT OH dULLIEPY UAU HET.
Mpn 3TOM C TeYyeHWeM BpPEeMEHM MOBbIWAETCA MHPOPMMPOBAHHOCTL MONb30BaTeNe O GULIMHIOBbIX
aTakax. baHKuW, coumanbHble ceTn, npoune BeOG-CAyKObl NpesynpeXaatT O  pPasHOOobpasHbIX
MOLUEHHMYECKMX NPUEMAX C UCMOSIb30BAHMEM METOLOB COLMANbHOM UHXKeHepuu. Bce 3TO cHMKaet
KO/IMYECTBO OTK/IMKOB B GULLMHIOBOWM CXeMe — BCE MEHbLLE M0/Ib30BaTeNeN yAaeTca 3aBaeyb 06MaHHbIM
NyTEM Ha NoAAeNbHbIN CalT.

Mo3ToMy 3/10YMbIWAEHHUKM NPUAYMaAN MEXaHW3M CKPbITOTO MepeHanpaB/ieHus MnoJib3oBaTesieli Ha
dULWIMHIOBbIE CAaNTbI, MOAYYMBLUMI Ha3BaHMe dapmuHra ("pharming” — npoussogHoe ot cnos "phishing"
n aHrn. "farming" — 3aHATME CeNbCKUM  XO3SIUCTBOM, KMBOTHOBOACTBOM). 3/10YyMbILIIEHHUK
pacnpocTpaHAeT Ha KOMMbOTEPbl NOMb30BaTeNei crnelmanbHble BPeAOHOCHbIE MPOrpamMmmMbl, KOTOpble
nocne 3anycka Ha KOMMbtOTepe NepeHanpaBasatoT 0b6paleHna K 3afaHHbIM CaiTam Ha nogaesibHble
canTbl. Takum obpasom, obecneymBaeTca BbICOKAA CKPbITHOCTb aTakM, @ y4acTUe MoJIb30BaTeNA CBEAEHO
K MWMHMMYMYy — [OCTAaTOYHO [0XKAaTbCA, KOrga MNo/ib30BaTe/lb PeluT MOCeTUTb WHTepecyoLme
3/10yMbILUNEHHMKA CailTbl. Bpe4OHOCHbIE NpOrpaMmbl, peanusytowme GapmmHr-aTaky, UCNO/b3yoT 483
OCHOBHbIX MPUEMA A/ CKPbITHOrO MepeHanpasBiaeHua Ha MoAAesibHble CaiTbl — MaHWUMY/MPOBaHUeE
darinom HOSTS nnamn nameHenHmem nHpopmaumnm DNS.

Peligepckue aTaku. Peligepsbl - 3TO 3aXBaTYMKKM npeanpuaTnin. COOTBETCTBEHHO peliepcKan aTtaka - 3To
aTaka Mo 3axBaTy npeanpuatua. Knaccuuyeckasa cxema pengepckor aTaku BbIMAAMT Cledyrowum
obpasom.

1 stan. C60p MHbOPMALMM O 3aXBaTblBAEMOM NPeANpPUATUN.

Kak Bceraa, B ntobom Buae pestenbHoctv, c6op MHGOPMALMM — CaMbli BaXKHbIM NOATOTOBUTE/IbHbIN
aTan. Ha atom 3Ttane cobupaerca M aHaNU3MpyeTca BCA MHPOpMauma o npeanpuatun: GpuHaHcosas
CUTyauMs Ha MNpeanpuAaTMM, CMNUCOK KOHTPAreHToB, CMWMCOK K/JAMEHTOB, CMMCOK ayKLMOHEPOB,
nHbopmaumsa o cnabblx M CUABHBLIX CTOPOHAX NpPeanpuATMA, O BPeAHbIX NMPUBbLIYKAX PYKOBOACTBA M
COTPYAHWKOB, KTO M C KEM W MPOTUB KOFO APYXKUT Ha NPeanpuaTum, MHGOPMaLMA O MapKETUHIOBbIX
nnaHax v npoyee, npoyee. Ha nepsom 3tane B 60/bWIMHCTBE CBOEM PaboOTalOT MEeToAbl CouManbHOM
WH}KEHEepUK, C MOMOLLLbIO KOTOPbIX, KaK Mbl Y3Ke rOBOPUAN paHee, cobupaTb MHGOPMALMIO lerye BCEro.
Kak npaBwio, 3TOT 3Tan 3aHMMaeT OT OAHOrMo [0 TPeX MeCALEeB B 3aBMCMMOCTM OT macwTabos
npeanpuATUA U CNOXKHOCTU A06bIBaHUA HYXHOW MHbopmaumm. Camoe BaxkHOe 414 pergepa Ha aTom
aTane MoJy4ymTb TEM WM MHbIM CNOCOBOM KOMMIO peecTpa ayKLMOHEPOB.

2 31an. Hayano araku.

Hayanom aTakm MOXKHO CUMTATb TOT MOMEHT, KOr4a peraep HauMHAEeT CKYMKY akUMiA Y MUHOPUTAPHbIX
ayKuMoHepoB. MUHOPUTAPMM, KaK NPaBUIO, C aKLUMAMM PACCTAOTCA NIEMKO, TaK KaK PeasibHO OLLyTMMbIX
AVBUAEHAOB MO HUM MPAKTUYECKM He MOJYYaloT, a peraepbl NpeanaratoT 3a akuMM CYMMbl B pasmepe
roflOBOro oknaga. MuUHOpUTapHbIe aYKLIMOHEPDI - 3TO aKLMOHEpPbI C HEGObLIMM KOIMYECTBOM aKumid. K
npumepy, B Hayane 90-x ro40B B pasryn NPMBaTU3aLMM OYEHb HEPEAKO, KOTAA NMOYTU KaxKabli paboTHMK
KaKoro-To 601blIOro NpeanpuATUA C HECKO/IbKMMM TbICAYaMM YeOBEK COTPYAHMKOB MMEN Mo ABe-TpU
aKumun. BoT Takne ayKUMOHEpPbI M Ha3bIBAKOTCA MUHOPUTAPHbIMMU.
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MapannenbHO CO CKYNKOW aKuuit y MUHOPUTAPUEB NPOXOAUT paboTa Mo «3aKoWMapuBaHMUIO
npeanpuaTMa», eciv BblpaXKaTbCs Ha pengepckom nsbike. OCHOBHas Ue/b «3aKOWMapUBaHUA»-
JesopraHuzauma pabotol npeanpuatua. Kpome 3TOro AOCTUraeTcA Takke noboyHas uenb:
KONebIoWmMMEA ayKLMOHEpPaM AeMOHCTPUPYETCA, YTO Ha Npeanpuatum nmetotca 6onblume npobnemsi,
noc/ie Yero OHW CO CBOMMM AKLMAMM PACCTAOTCA ropa3fo oxoTHee. BTopoit atan gnsa npeanpusaTus sto
OENCTBUTENbHO KOLIMAP, Ny4ylle C/0BO C/IOXKHO MPUAYMATb: PYKOBOACTBY BUMHAKOTCA UCKM OT MMEHU
ayKUMOHEPOB MO MOBOAY HAPYLWEHUA Pas/IMyHbIX onepauui C akuMAMK, HapyleHWU nopaaKa
npoBeLeHMA CAENOK, O 4Yem peigep y3HaeT Ha nepBom 3Tane. B oTHOWeHWM pyKoBOACTBA M
COTPYAHMKOB NpeanpuaTiMa Bo3OyKAat0TCA YroNI0BHbIe Aena, HEBAXKHO NO peasibHbIM MOBOAAM WU/U HET,
- TNaBHas Uuenb 3TO M3gepratb Aogen. WMHAUMMPYIOTCA MNPOBEPKU AeATeNbHOCTU npeanpuatus
Pa3INYHbIMU CNY»KOAaMK, HANOFOBOM, MHCNEKLUMEN, CaHINUAEMCTaHLUMEN, NPOTUBOMNOXKAPHOM CAY»KOOM,
NPUPOLOOXPAHHOW NpPOKypaTypor M yem 6onblle, Tem Aydlle. Ona napanusaumm paboTbl
npeanpuaTvsa  ycTpamBaeTcs Kaaccudyeckas DDoS — aTaka (0TKas oT o06CnyKuBaHMA) Ha couMasibHOM
ypoBHe. KaK npaBuio, nNpu «3aKoWMapuBaHUM» MNPeanpuUaTUS OCHOBHYIO POJib UrPaloT UMEHHO
couManibHble XaKepbl, KOTOpble WCMNOMb3YIOT B CBOeM paboTe MeToAbl COUMANbHON WHMKEHepUU U
nporpammupoBaHuA. PyKoBOACTBO NpeanpusaTMs BUAA, UYTO CTano OOBEKTOM pPeNaepCKoir aTakw,
06bIYHO HaYMHaeT UATU HA YBOJIbHEHME COTPYAHMKOB, MPOAAOLLMX CBOM aKLMUK, C LEe/blo yCTpalleHns
TeX, KTO ele CBOWM aKuuMu He npogan. MHorga 3to AaeT pesynbTaT, MHOoraa Het. Kpome Toro, akuum
KOMMNaHUN MepeBoAATCA Ha AO0BepuUTeNbHOE YMpaB/ieHMe WAWM MNepeaatoTcs B 3a/0r KaKon-HUMbyap
KOHTOpPE, MOAKOHTPO/IbHOW npeanpuaTuto. ocne 3Toro pyKoBOACTBOM MOYTM BCerga MpoBOAMTCA
OONONHUTENIbHAA SMUCCUA aKLMIA U OPraHU3YeTCAa KOHTP-CKYMKa akuuii.

3 aTan. BHeceHWe packoaa B COCTaB PYKOBOACTBA NPeAnpUATUA. 8

[nsa Toro 4tobbl 3aM0NYYNTL NPEANPUATME MPAKTUYECKM NIerafibHO, peigepam goctatouyHo 30% nitoc
ogHa akuma. O4HaKo B HacTosAWEee BPeMAa CUTyauma TaKoBa, YTO ynpasiaeHUe NPeanpuaTUa AEepHKuT B
cBOMX pyKax oT 70% n bonee akumii, -Tak Ha3blBaeMbll KOHCOMANMPOBAHHbIN NakeT. Mo3aTomy peiaepy
HeobXoAMMO BHECTU PAaCKON MeXAY YeHaMu ynpaBaalowWwero opraHa npeanpuatis, Ana Yero penaep
NbITAaeTCA PACKON0Tb YNPABAAIOLWMIA OPraH, CbirPaB Ha Pas/INYHbIX BHYTPEHHUX NPOTUBOPEUMAX MEKIY
ynpasfieHuamm npeanpuatna. 06 nx BHYTPEHHMX MPOTMBOPEYMAX TaKXKe Y3HAETCA Ha NepBOM dTane.

Mo cyTv 3-¢ 3Tan - 3TO 3Tan «MNJETEHUN UHTPUM» MEXKAY PYKOBOACTBOM MPEANnpPUATUS M 3Tan CKYMKU
aKLMI Y OCHOBHbIX AepKaTenen, KOToOPbIM AeNatoTCA Pa3/IiNYHble KMHTEPECHbIe NpeanoxeHma». Kpome
TOro Ha 3ToM 3Tane GopMMUpPyeTCa ONMNO3ULUSA U3 HEAOBONbHbLIX MUHOPUTAPHbIX ayKLMOHEPOB, AN TOro
yTtobbl Nog ¢dnarom 3TOM OMMO3ULUW pelgepbl MOTAN MPOHUKHYTb Ha npeanpuatve. PykosopcTeo
npeanpuaTMa Ha 3Tom 3Tane, obbIYHO AenaeT ABa wara:

1. MMbiTaeTcas TeMM WAM MHBIMKM CNOCOBAMM  CMAMYMTb  KOHOAMKT  MeKAy ynpasaeHuamu
npeanpuaTus;
2. WpaeT Ha yCTynK1M MMHOPMUTAPHbIM ayKLUMOHEPaM C Lie/iblo CMATYeHMA AaBeHNA ONNO3NULUN,

4 3Tan. PaboTa c akTMBaMu NpeanpUaTUS.

Ha aTom 3Tane pyKoOBOACTBO NPeAnpUATUA MbITaeTcA CAeNaTb TakK, YTobbl 3aXBaT NpeanpuaTUS NoTepsn
ANA peiaepos cmbica. [ 3TOro PyKOBOACTBY HYXKHO NMBO BbIBECTM aKTUBbI NPeANpUATUA, MO0 Kaknm
nmbo 0bpasom mx obpemeHuUTb. Peliaepbl e, eCTeCTBEHHO, MbITAOTCA 3TOTO HE AOMYCTUTb.

5 stan. Bxoa Ha npeanpuaTtume.
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Tenepb pelraepy HyKHO neraibHbIM 06pa3om 3aiTK Ha npegnpuatTMe. OCHOBHaA Le/b: BHeoYepesHoe
cobpaHve ayKUuMOHepoB M nepensbpaHve COBETa AMPEKTOPOB. [enaetca 3To NPUMEPHO CleAyHoWMM
obpasom.

Ecan y peiigepa nmeetca 30% natoc ogHa akumMaA, TO B AEMCTBYHOLWMIA OpraH yrnpaBaeHua npeanpuaTtms
nocbliaeTca TpeboBaHMe O co3biBe BHEOUYEpeaHOro cobpaHma aykuMoHepoB. Mocse Toro, Kak 0OCHOBHOe
cobpaHne npourHopupyeTr TpeboBaHWe, pengepbl MMEKT MpPaBoO MNPOBECTU TaKoe cobpaHue
camocTtoaTesibHO. Kak npaBuio, nogobHble cobpaHua NpoBOAATCA CKPbITHO, YTOObl Ha HEM MOrau
NPUCYTCTBOBATb TO/IbKO MOAKOHTPO/IbHbIE peiraepy ayKuMOHepbl. M3BECTHO HemMano c/yyaes, Koraa
noaobHble cobpaHMa NPOBOAMINCE B BOMHCKMX YacTAX. TakMm obpasom, penaepbl AenatoT Bce, YTOObI
CHEHY)XHble» ayKUMOHepbl He Nonanu Ha cobpaHue. M3BeCTHbI Cayvau, Korga pengepbl Ana 3Ton uenm
pasbirpbiBaaM Uefble CNeKTaknu. Hanpumep, nepen BXOoAOM B 34aHMe, T4e [AO/KHO MNPOXOAUTb
cobpaHuMe ayKUMOHEpOoB, MPeAcTaBUTENM peilgepa Ha BXoAe B 34aHME MepexBaTbiBa/iMi HEHYMKHbIX
YYaCTHMKOB cOBpaHuA M BenuM MX B APYrOM 3an 3TOrO e 34aHWsA, rae nepes HUMWM pasbirpbiBasacA
CNEeKTaKNb Nnog, Ha3BaHMeM «cobpaHue ayKuMoHepoB». B 3To ke camoe Bpems Ha HacTosLiem cobpaHum
B APYrom 3ane pengepckan naptmsa 60/bLIMHCTBOM FOI0COB Nepensbupana coBeT AMPEKTOPOB. MHoraa
npumeHaeTca obpaTHbIM Noaxod, NPU KOTOPOM, Ha0bOPOT, ONMOHEHTbI AOMYCKAaOTCA Ha cobpaHue aas
Toro, 4Tobbl BCEMY MWPY MOKasaTb, UYTO BCE 3aKOHHO, 4YTO Ha cobpaHMM ObinM He TONbKO
NOAKOHTPO/IbHbIE pernaepy ONMOHEHTbI, HO U NPEACTAaBUTENN NPOTMUBOMOIOKHON CTOPOHbI. TONbKO Npu
3TOM aKUMW OMMOHEHTA KaKMM-IMbo obpasom «BAOKMpylOTCA» T.e AenaeTcs TaK, YToObl OMMOHEHT
BPEMEHHO HE MOXKET BOCMO/Ib30BaTbCA CBOMMM aKLUMAMM, YTO Ha HEro 3aBeAeHO Yrol0BHOE A0 Ha
npeameT TOro, YTO KOrAa-To OH A06bI 3TU aKLMMU HE3aKOHHbIM NyTEM.

9

Ha nepsom cobpaHum 30% natoc ogHa akumsa He ABNAAETCA AOCTAaTOYHbIM KBOPYMOM AJA MPUHATUA
pelieHns, Nos3ToMy Ha nepBOM CODOpaHMM KOHCTATUPYeTcA OTCYTCTBME KBOPYMa, 3Ta KOHCTaTauuma
3aHOCMTCA B MPOTOKO/ COBpaHus, U BCe pacxogAatca. M3IOMMHKA B TOM, YTO ecan cobpaTb cobpaHue
noBTopHO,30% NAOC O4Ha aKuMA yxKe ByAeT KBOPYMOM, U pelleHus MPUHUMAOTCA GO/bLUIMHCTBOM
ros0coB. PelleHnsa 1 NpMHMMALOTCA: NPEKPATUTb NOJIHOMOUYMA NPEKHErO COBETA AMPEKTOPOB M U36paThb
HOBbIA COBET AMPEKTOPOB. TakMM o06pa3om co34aeTca napansiesibHbli OpraH ynpasaeHuA. YMHble
peiaepbl, Yallle BCEro, AeNatoT ele OAWH OCTPOYMHbIN Wwar. OHM AenaloT TaK, YTO OAMH U3 YYaCTHUKOB
cobpaHusA... HanpaBAsAeT B CYA NPETEH3UIO K NPOBEAEHMIO CODPaAHUA U NPOCUT NPU3HATb cya cobpaHue
HeaencTeuTenbHbIM. Kasanock 6bl 3auem peingepam 3To HafZo? ITO Ke HelornyHo. Ha camom gene Bce
nornyHo. Moeog 4na npeTeHsun BblbupaeTca oyeHb GOPMAbHbBIN, U KenaTeNbHO KaKoM-TO B340pPHbIM,
06bI4YHO TAKOW, KOTOPbIM cyd He npusHaeT 3HauumbiM. Cya M He NpPM3HAEeT M OTKasblBaeT B
YO0BNETBOPEHUN UCKA. A MOCKOJIbKY 3acefaHne cyAa NpoLo, To y peiaepa nosasasaeTcs AOKYMEHT O
TOM, 4YTO aKTUYECKM cya Npu3Han cobpaHue NErMTUMHbLIM - 3TO HasblBaeTcA nperanuma. JOoKymeHT
3TOT, eCTECTBEHHO, OY€Hb LieHHbINM. Moce TOro Kak NpoLwno cobpaHue ayKLMOHEPOB ¢ NepensbpaHmem
COBETa AMPEKTOPOB, MO CyTW NpeanpuaTMe B PyKax pPernaepos, WU MapasiesbHblii OpraH ynpasieHus
b6epeT Ha cebA KOHTPO/Ib HAZ, AEeATENbHOCTbIO NPEANPUATHUA.

JanbHenwee passBuTMe cobbITUIA 3aBUCUT OT TOrO, KaKylo Lenb CTaBWAW nepen coboii pengepsl,
3axBaTbiBan npegnpuAatMe. ECan oHM 3axBaTbiBaiv NPEANPUATME C LLE/IbI0 HaXMBbl, TO MOC/E 3axBaTa
6bICTPO peannsyeTca Lenoyka no npoaaxe npeanpuatusa. Hepeako, 4To B pesynbTate peanmsalumn 3Toun
Lenoykun npeanpuaTe nonagaet K 406poCcoOBECTHOMY X03sMHY. Ecv e Lenbio peingepos 6bin 6usHec
npeanpuATUA, TO MOC/Te 3axBaTa HauMHaeTCa 3Tan «/IMKBUAALMM MOCNAeACTBUIA BOEHHbIX OEeNCTBUIN»:
HaYMHAlOTCA BbINAATbl 3apNAaT COTPYAHWKAM, AENat0TCA NepeyncieHns B 6rogKeT 1 npodee. Hepeaku
C/lyYan, Korga npexkHWe PyKoBOAMTENW NPeanpuaTUs nepekBanvdULMpPOoBbLIBAIUCL B PerLepoB U
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HauyMHanAM OTOMpaTb Yy 3axBaTYMKOB CBOe ObiBlIEe poAHOEe MpeanpuATME MO BCEM MNpaBuiam
penaepcKomn aTaku.

EcTecTBeHHO noAapobHOe onucaHWe BCex 3TanoB PenaepCKoi aTaku BbIXOAMUT 33 PaMKWM Hallero Kypca,
HO Ham 3TO U He 0c0b60 BayKHO. 18 HAc Ba)KHO MpPEXKAe BCEro To, YTO Ha MHOTMX 3Tanax 3TOW aTaKu
MCMO/b3YOTCA NPUEMbI COLMANbHOM UHXKEHEPUU N COLMANBbHOTO NPOrpamMmMmMPOBaHMA.

rae e NPUMEHAIOTCA CoUMabHaA UHKEHEepUs M couManbHOe MPorpaMMUPOBaHME MPU OpraHu3auum
penaepckmx aTak?

CoumanbHas UHXEHepUa B KNaCCUMUYECKOM BUAE NPUMEHAETCS B OCHOBHOM Ha MepBOM 3Tane, TO ecTb
Torga, Koraa cobupaetcs MHbopmauma 06 opraHusauum. A Kak Mbl FOBOPWUAW paHee, cobupaTtb
MHbOpPMAUMIO Mpole BCero MeToAaMMu COLManbHOW WHXKeHepun. Ha BTOpom 3Tane K mMeToAdam
couManbHOW MH¥KeHepun A06aBAAITCA MeTObl COLMaNAbHOro NPOrPamMmmMmpPoBaHmMA, NOCKOJIbKY BTOPOI
3Tan 3TO Hayano PenaepcKkoi aTaku, 3TO yXKe He cbop MHPopmaumm, a paboTta no gectabunmsauum
AeAaTeNnbHOCTU npeanpuatMa. M Ha aTom 3aTane  fiydlie NoAxoAsT pas/iMyHble MEeToAbl COLMANbHOMO
NPorpamMmmMmupoBaHMA, OAUH U3 KOTOPbIX — YCTPOMCTBO NPeAnpUATUIO aTakM «OTKa3 OT OBCNYXKMUBAHUAY.
MeToabl e CoLManbHOW WHXEHEepPUM Ha BTOPOM 3Tane TOXKe MOTyT MPUMEHATCH, K npumepy, AaA
OAUCKpeaUTauMmM KoMnaHum B cetu MHTepHeT. [ns 3Toro obblMHO McMonb3yloTca GOopyMmbl, Ha cainTe
KOMMNaHUN U NPOYUE WHCTPYMEHTbI, MOCPeACTBOM KOTOPbIX NpeacTaBUTEeNN KOMMaHuM obuiatotcs B
MNHTepHeTe ¢ NoCeTUTeNaMM CBOero caita. Hy M KOHEYHO Ha TpeTbem 3Tane, UHTPUT U PasroBopoB bHes
coLManbHOro NPOrpamMmmMpPOBaHMA TOXKE HUKYAA, KOHEYHO B 06/1aCTM ero oTpULLaTe/IbHOrO NPUMEHEHMUS.
Pestommpys BbllecKasaHHOE, MOXHO OTMETWUTb, YTO OCHOBHblE M 3HAYMMble 3Tanbl «PenaepcKoro
Hae3ga» - 3TO CoLUMaIbHOE XaKepCTBO B YNCTOM BUAE. 1 O

Moyemy coumanbHOe XaKepcTBO M COLUMANIbHOE MPOrpaMMUpPOBaHME MONYAAPHbIA MHCTPYMEHT Ans
penaepcKmx aTak?

[leno B TOM, YTO OCHOBHas KOHUEMUMA COLMaNbHOIMO MNPOrpaMmMmnpPoOBaHNA COCTOUT B TOM, YTO MHOrue
MOCTYMNKW NtoAei 1 rpynn Aloael npeackasyemMbl U NoaYMHAOTCA onpenesieHHbIM 3akoHaM. MpocToi u
6aHanbHbIM Npumep. Ecan Ha npegnpuaTMM CTafo MAOXo, To Aoau ¢ Hero noberyt. CoBeplieHHO
NOHATHaA Bewb. A Bedb 3TO COLMANAbHOE MPOrpaMmMMpoBaHMe B uuctom Buge. CoTpyAHUKK
npeanpuATUSA — 3To oAHa bosbluas couunanbHan rpynna. A ckasaB ¢pasy «ecan Ha npeanpuaTUm cTano
nioXxo, TO NOAM C Hero noberyT» Mbl, MO CyTW, CKasanu, 4yto paspaboTanu meTon BO3AENCTBMA Ha
60/1blWYI0 COLMaNbHYlO TpPynny, B KOTOPOM B AAaHHOM CAyyae ABAAETCA MHOrOTbICAYHAA apmua
COTPYAHMKOB npeanpuatna. Takum obpasom  Mbl  NpencKkasanuM Kak byaeT BecTu cebs gaHHas
coumanbHana rpynna nog Bo3AeiCTBUEM HEKOM BHELUHEN CUAbl. BHEWHAA cuna 34ech - 3TO yXyAlleHue
06CTaHOBKM Ha NpeanpuUaATUN, a NPOrHO3MPYEMbIN HaMmK cnocob NoBeAeHUA — 3TO KOHCTaTauua dakTa,
YTO NPU YXYALIEHUW YCNIOBUIA COTPYAHMKM NOKUHYT Npeanpuatue. Ha npvmepe 3TOro mbl yBUAENU, YTO
Aayke 60/bLION COLMANbHOM TPYMNMNoOi MOXKHO BMOJHE OCO3HAaHHO YNpPaBAATb, TaK Kak ee AencTsus
BMOJIHE NPOTrHO3MPYEMbI.

Kak onpeaennTtb Hayano pelrigepckor aTakm?
To, 4To Ha BAcC HayaTa aTaka MOKHO OMNpeae/UTb N0 HECKOIbKMM MPU3HaKaM.

e Hayanucb npoBepkM NpepnpuATMA PasIMYHbIMK BEAOMCTBAMM M MHCTAHUMSMMU: HaNOroBoM
nonvumen, caHanuaemctaHuymen, MYC, MB/, pasnnMUYHbIMKU HAA30PHLIMW OPraHU3aALUAMU U
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npouyee. MNpuyem nposBepAoLLME NPOCAT NPEAOCTaBUTb KOMUM LOKYMEHTOB, B KOTOPbIX YKa3aHbl
CBeAEHMA 0 aKTUBaxX GMPMbI, O KPeAUTOPCKOM 3a40/IKEHHOCTM, 06 aKLMOHepax.

e B cpeactBax maccosoi mHdopmaumm, CMWU, nHTepHeTe NOSABAAIOTCA HeraTMBHble CTaTbW O
npeanpuaTMn, ero PyKOBOACTBE, Aa M BOOOLLE HEOXUAAHHO HU C TOoro HKM ¢ cero CMU cranu
NPOABAATL MOBbILWEHHYD aKTUBHOCTb, B OTHOLWEHMM npeanpuaTna. OcobeHHO 3TOT MyHKT
OO/IKEeH Bac HacTopoxutb, ecam B CMWU nosasnatoTca coobuieHua 06 yuiemaeHuMM npas
MWHOPUTAPHbIX ayKLWMOHEPOB.

e  AyKUMOHepbl BAPYr MOJYYMIM 3aKasHble NMUCbMa C YBeAOMJIEHUEM O BPYYEHUWU, B KOTOPbIX
HaxoamMTcA, K npumepy, nosapasaeHune ¢ 6avKanwmm npasgHukom. Mam Booblue HuYero He
HaxoauTcA. MM HaxoamuTca NPOCTO YMCTbIA AUCT bymarn. He BaxHO. [NaBHOe, 4YTO TaKum
06pa3om Te, KTo cobpasca Bac aTakoBaTb UMUTUPYIOT POPMaAIbHOCTb, TaK KAaK COFIAaCHO 3aKOHY
nepes Co3bIBOM BHEOYEPEAHOro COBPaHMNA ayKLUMOHEPOB HYKHO MM HAMpPaBUTb NpeasioKeHne
O CO3blBe TaKoro cobpaHuA. BoT M HanpaBuau. A NMOTOM B CyZe aTaKyloWMe CKaxKyT, 4To
ayKUMoHepam OblN0 HanpaB/ieHO MpegsoKeHMe O BHeoyepeLHOM COBpaHWM ayKLMOHEpPOoB.
Cyaba MonpocuT NpeabsaBUTb A0KaA3aTeNbCTBA, TOr0 KakuMe nmMcbMa Oblin HanpasaeHbl. ITUM
[O0Ka3aTenbCcTBOM OyaeT yBeLOM/IEHME O BPYYEHMM MUCbMA. A TO 4YTO, MPOTUBOMO/OMKHAA
CTOpOHa ByAeT roBopuTb, MOJI, HE MpPaBAa, TaM JeXKaan OTKPbITKKU, TaK Ha 3TO BCerga MOMKHO
CKa3aTb, YTO TaM IEXKANN, PeasibHble LOKYMEHTbI, @ NPO OTKPbLITKM 3TO BCE Harnasa NIoXb.

e MuHOpUTapHble AYKLMOHEPbl HAUYMHAIOT MPOABAATL MHTEPEC K AEATeNbHOCTM Npeanpuatus,
Yyero 3a HUMM HUKOrAa He Habaganocb. OcobeHHO HaAo HACTOPOXKUTCA B TOM C/lyyae, Koraa
OEeNCTBYHOT He OHM CamMM, @ NO reHepasbHOW AOBEPEHHOCTU OT UX MMEHU AEWCTBYIOT KaKme-To
POACTBEHHMKN, KOTOPbIE, KaK Henb3A KCTaTW, ABAAIOTCA OONbWWMMKM  crhieumanmucTamm B
KOpPMopaTMBHOM MpaBse. 1 1

e BamyacTto cTasnm NocTynaTb NPeA/IOKEHMA O NPOLAKe BalUMX aKLMIA UK UX SONN.

Takum obpasom, n06ON BUL COLMANBHON MHMKEHEPUM NPAKTUYECKM BCErga MCMNosb3yeTcsa CO 3/biM
yMbICIOM. HeKoTopble ntoam, KOHEYHO, TOBOPAT O ee NoJb3e, YKasblBas Ha TO, YTO C ee NMOMOLLbIO
MOXHO pa3speLaTtb coumanbHble NPobaembl, COXPaHATb COLMANbHYIO aKTUBHOCTb M arKe aganTMpoBaThb
COUMa/IbHbIE MHCTUTYTbI K MEHAWMUMCA ycnoBuam. Ho, HecmMoTps Ha 3TO, yCrelwHee BCero ee
NPUMEHSAIOT ANA:

e (O6maHa noael 1 noayvyeHnsa KoHuaeHUManbHON MHPopmaLmu;

e  MaHUNYANPOBaHUA U LIAHTa)Ka Ntoael;

e [lectabunmsaummn paboTbl KOMNAHWUI ONA NOCNEAYIOWEro UX Pa3pyLUEHWS;
e BoposcTBa 6a3 gaHHbIX;

e  duMHAHCOBbLIX MaxMHaLMIA;

o  KOHKYpEeHTHOW pa3Beaku.

e PelifiepcKue aTaku

EcTecTBEHHO, 3TO HE MOI/10 OCTaTbCA HE3aMeUYeHHbIM, U MOABUANCL MeTOAbl I'IpOTMBO,CI,EﬁCTBMﬂ
COLI,MBJ'IbHOVI NHXXEHEPUN.
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3aumTa OT CoUManbHOM UHMKEHepPUn

CerogHA B  KPYMHbIX KOMMaHMAX CUCTEMATUYECKM MNPOBOAAT BCEBO3MOMHblE TecTbl Ha
COMPOTMBAAEMOCTb COLMANBHOMN UHXeHepuun. MoUuTn HUKorga AencTema Aoaen, nognaswnx noj ataky
couMasibHbIX XaKepoB, He HOCAT YMbIWAEHHOro Xapaktepa. Ho Tem OHM M onacHbl, Begb ecan oT
BHELLHEN yrpo3bl 3aLLUTUTLCA CPABHUTEIbHO IETKO, TO OT BHYTPEHHEN — HAMHOTO C/I0XHee.

Y106b1 NOBLICUTL H6E30MaCHOCTb, PYKOBOACTBO KOMMAHMI NPOBOAUT CMELNaNmM3MpPOBaHHbIE TPEHWUHTH,
KOHTPOIMPYET YPOBEHb 3HAHWUIN CBOMX COTPYAHMKOB, @ TaKKe CamMO MHULIMMPYET BHYTPEHHWE ANBEPCUM,
YTO MNO3BO/IAET YCTAaHOBUTb CTEMNeHb MOATOTOBJEHHOCTM /IIOAEN K aTakaM COLMasbHbIX XaKepoB, WX
peakumo, A40BPOCOBECTHOCTb M YecTHOCTb. Tak, Ha E-Mail moryT npucbinatb «3apa*KeHHble» NMcbma,
BCTyNaTb B KOHTAKT B Skype nau coucetsax.

Cama »Ke 3almTa OT COLMANbHOMN UHKEHEPUN MOXKET ObITb KaK aHTPOMOreHHOM, TaK U TeEXHMYECKon. B
nepBom cnyyae MpUBAEKAeTCA BHUMMaHWE AOAed K Bonpocam 6e30nacHOCTU, [AOHOCUTCA CyTb
Cepbe3HOCTM AaHHOW npobsembl M MPUHUMAIOTCA MePbl MO MPUBUTUIO MOJIUTUKM He3onacHoCTH,
M3yyalTca UM BHeEAPATCA MeTodbl M AeNCTBMA, MNOoBblllalowme 3aWmuty  UHPOPMaUUOHHOIo
obecneyeHuns. Ho y Bcero aToro ectb OAMH HEAOCTATOK — BCE 3TW cnocobbl MAacCMBHbI, U MHOTME NoAM
npocTto npeHebperatoT NpeaynpexaeHUsMu.

YTO e KacaeTca TexXHMYeCKOM 3awmTbl, TO Cloda OTHOCATCA CpeacTBa, 3aTpygHAlowMe AoCTyn K
NMHPOPMaLMN U ee UCMONb30BaHMNIO. YUNTbIBAA TO, YTO CaMbIMU «NOMYASPHbIMMWY aTakamm CoLMasbHbIX
XaKkepoB B MIHTepHeTe CTa/M 3N1eKTPOHHbIe NMCbMa M CoobLLLeHMs, MporpammuncTbl cosgatoT ocoboe MO,
dunbTpylolee Bce MOCTynalowWMe AaHHble, U 3TO KAacaeTCs KaK YaCTHbIX NOYTOBbLIX ALIMKOB, TaK VI12
BHYTPeHHEeN NoUTbl. PUAbTPbI aHANU3UPYIOT TEKCTbI BXOAALLMX U UCXOAALLMX cooblieHMiA. Ho 3aech ecTb
TPYAHOCTb — Takoe NporpammHoe obecneyeHue 3arpy>aeT cepBepbl, YTO MOXKET TOPMO3UTb U cbMBaTb
paboTy cuctembl. K TOMy e HEBO3MOMKHO MPeAyCMOTPETb BCE BapuauMU HamnmcaHusa NoTeHUuMasbHo
onacHbIx coobueHuit. OHaKO TEXHONOTMU COBEPLLEHCTBYIOTCA.

A ec/n roBopUTb KOHKPETHO O CpeacTBaXx, NPENATCTBYIOLMX NCMOIb30BaHMIO MONYYEHHbIX AaHHbIX, OHM
AenaTca Ha:

e bBnokupytowme ncnonb3oBaHue nHbopmaLmm Besae, Kpome paboyero mecta nosib3oBaTens
(ayTeHTUOMKALMOHHbIE AaHHble NPUBA3bIBAOTCA K 3/IEKTPOHHBIM NOAMMUCAM U CEPUAHBIM
Homepam KomnaekTyouwmx MK, dusmnyeckum n IP-agpecam);

e bBnokupylowme aBTomaTMyYecKoe UCnosib3oBaHMe nHpopmaLmm (Ctofa OTHOCUTCA BCEM Ham
3Hakomasn Captcha, rae naponem cnyKuT KApTUHKA UK ee UCKAXKEHHAs YacTb).

06a 3tTnx cnocoba 6J0KMPYIOT BO3MOXKHOCTb aBTOMATM3aLMM U CMELLAOT 6anaHC MeXay LEeHHOCTbIo
CBEAEHUIM 1 paboToi No MX NOSYYEHUIO B CTOPOHY paboTbl. Mo3TOMy Aarke MPY HANNYMK BCEX AAHHBIX,
BbIAaHHbIX HWYEro He MOAO03PEBalOWMMM MOAb30BATENAMM, COLMANbHbIE XaKepbl CTaJKMBAOTCA C
Cepbe3HbIMU TPYAHOCTAMM B UX NPAKTUYECKOM NPUMEHEH UM,

A nobomy O6bIMHOMY YEeNoBEKY ANA 3alUWTbl OT COLMANbHOM MHMKEHEepPUUM Mbl COBETYEM NPOCTO
COXPaHATb 64uTeNbHOCTb. MoNyyYas Ha 3/MEKTPOHHYK MOYTy MUCbMO, 0653aTe/IbHO BHUMATE/IbHO
YMTalTE TEKCT M CCbISIKM, CTapaiTeCh MOHATb, YTO HAXOAWUTCA B MUCbME, OT KOFO OHO MPULLO M 3a4em. He
3abbIBaliTe MO/b30BATLCA aHTUBMPYCAMU. ECan 3Ke HensBecTHble 3BOHAT Mo TesiepoHy C HE3HAKOMOTO
HOMEpa, HUKOrAa He HasblBaWTe CBOWMX JIMYHbLIX OAaHHbIX, TeM bosiee Tex, KOTopble KacaloTcs BalMx
¢duHaHcoB.
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NabopaTtopHblie 3aa4aHuUA K 4 ypOKy.
CamocCToATeNIbHO HAlTU B MHTEPHETE peasibHble Kelcbl, Mo OAHOMY KeNCy Ha KaxKAblii BUA aTaKu.

I'IpoaHanmsmpyVlTe KaXXAyr aTaKy 1 COCTaBbTe ﬂpM6ﬂM3MTeanblﬁ BblBOA MNO KaH(,CI,OVI aTake cornacHo
cxeme:

e (C6bop vHpopmauumm o6 obbekTe. Kakasa mHpopmauma Hbina cobpaHa, MAM BO3MONKHO Oblia

c06paHa ana nposeaeHMA OaHHONO BUAa aTakKK, KaKyko Uesib npecnenoBan COLI,Mal'IbeIﬁ
UHXEHEP.

° BHe,CI,F)EHMe. Kaknm 06pa30M 6b110 OCywecTtB/ieHO BHeApeHUe, Kakne metodbl U noaxoabl
NMPUMEHANNCDH.

e AtTpakuus. Kak bbina npMmeHeHa HenocpeACTBeHHan aTaKa.
e UTtor. Kaknm obpas3om aTaka nosyyumna ycnex.
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